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Glossary

	Adversary
	Used in this TSP in lieu of enemy; the term enemy is reserved to indicate adversaries engaged in lethal operations against US forces



	Civil affairs
	The activities of a commander that establish, maintain, influence, or exploit relations between military forces and civil authorities, both governmental and nongovernmental, and the civilian populace in a friendly, neutral, or hostile area of operations in order to facilitate military operations and consolidate operational objectives. Civil affairs may include performance by military forces of activities and functions normally the responsibility of local government. These activities may occur prior to, during, or subsequent to other military actions. They may also occur, if directed, in the absence of other military operations. Also called CA. The Army proponent agency for CA is the USASWC. (Joint Pub 3-13) 



	Civil military operations
	Group of planned activities in support of military operations that enhance the relationship between military forces and civilian authorities and population and which promote the development of favorable emotions, attitudes, or behavior in neutral, friendly, or hostile groups (Joint Pub 3-57) 



	Command and control
	The exercise of authority and direction by a properly designated commander over assigned and attached forces in the accomplishment of the mission. Command and control functions are performed through an arrangement of personnel, equipment, communications, facilities, and procedures employed by a commander in planning, directing, coordinating, and controlling forces and opera​tions in the accomplishment of the mission. Also called C2. The Army proponent agency for C2 is the USACAC. (Joint Pub 3-13)



	Command and control system
	The arrangement of personnel, information management, procedures, equipment, and facilities essential to the commander to plan, prepare for, execute, and assess operations. 

	Communications security
	The protection resulting from all measures designed to deny unauthorized persons information of value which might be derived from the possession and study of tele​communications, or to mislead unauthorized persons in their interpretation of the results of such possession and study. Also called COMSEC. Communications security includes cryptosecurity, transmission security, emission security, and physical security of communications security materials and information. 


a.  cryptosecurity—The component of communica​tions security that results from the provision of technically sound cryptosystems and their proper use. 


b.  Transmission security—The component of communications security that results from all measures designed to protect transmissions from interception and exploitation by means other than cryptanalysis. 


c.  Emission security—The component of communi​cations security that results from all measures taken to deny unauthorized persons information of value that might be derived from intercept and analysis of compromising emanations from crypto-equipment and telecommunications systems. 


d.  physical security—The component of communi​cations security that results from all physical measures necessary to safeguard classified equipment, material, and documents from access thereto or observation thereof by unauthorized persons. The Army proponent agency for COMSEC is the USA Signal School and Center. (Joint Pub 3-13)



	Computer network attack
	Operations to disrupt, deny, degrade, or destroy information resident in computers and computer networks, or the computers and networks themselves. Also called CNA. Currently, the Army proponent for CNA is undefined. (This term and its definition are approved for inclusion in the next edition of Joint Pub 2.)



	Computer security
	The protection resulting from all measures to deny unauthorized access and exploitation of friendly computer systems. Also called COMPUSEC. The Army proponent for COMPUSEC is USASIGCEN. (Joint Pub 3-13)



	Computer network defense (CND)
	CND consist of all measures to defend computers and other components that are interconnected in electronic telecommunications networks against CNA by an adversary. Such measures include access controls, detection of malicious computer code and programs, and tools to detect intrusions. 



	Counter – deception
	Efforts to negate, neutralize, diminish the effects of, or gain advantage from, a foreign deception operation. Counter​deception does not include the intelligence function of identifying foreign deception operations. The Army’s proponent for deception is the LIWA. (Joint Pub 3-13)



	Counterintelligence
	Information gathered and activities conducted to protect against espionage, other intelligence activities, sabotage, or assassinations conducted by or on behalf of foreign governments or elements thereof, foreign organizations, or foreign persons, or international terrorist activities. Also called CI. The Army proponent for CI is the USA Intel Center and School. (Joint Pub 3-13)



	Counterpropaganda 
	The activities that identify and counter adversary propaganda and expose adversary attempts to influence friendly populations and military forces situational understanding and providing friendly truth.  



	Defensive information operations
	The integration and coordination of policies and procedures, operations, personnel, and technology to protect and defend friendly information and information systems. Defensive information operations ensure timely, accurate, and relevant information access while denying adversaries the opportunity to exploit friendly information and information systems for their own purposes. The Army’s proponent for IO is USA CAC. 



	Directed-energy warfare
	Military action involving the use of directed-energy weapons, devices, and countermeasures to either cause direct damage or destruction of enemy equipment, facilities, and personnel, or to determine, exploit, reduce, or prevent hostile use of the electromagnetic spectrum through damage, destruction, and disruption. It also includes actions taken to protect friendly equipment, facilities, and personnel and retain friendly use of the electromagnetic spectrum. Also called DEW. (Joint Pub 3-13)



	Electronic warfare
	Any military action involving the use of electromagnetic and directed energy to control the electromagnetic spectrum or to attack the enemy. Also called EW. The three major subdivisions within electronic warfare are: electronic attack, electronic protection, and electronic warfare support. 


a.  Electronic attack. That division of electronic warfare involving the use of electromagnetic, directed energy, or antiradiation weapons to attack personnel, facilities, or equipment with the intent of degrading, neutralizing, or destroying enemy combat capability. Also called EA. EA includes: 1) actions taken to prevent or reduce an enemy’s effective use of the electromagnetic spectrum, such as jamming and electromagnetic deception, and 2) employment of weapons that use either electromag​netic or directed energy as their primary destructive mechanism (lasers, radio frequency weapons, particle beams, or antiradiation weapons). 


b.  Electronic protection. That division of electronic warfare involving actions taken to protect personnel, facilities, and equipment from any effects of friendly or enemy employment of electronic warfare that degrade, neutralize, or destroy friendly combat capability. Also called EP. 


c.  Electronic warfare support. That division of electronic warfare involving actions tasked by, or under direct control of, an operational commander to search for, intercept, identify, and locate sources of intentional and unintentional radiated electromagnetic energy for the purpose of immediate threat recognition. Thus, electronic warfare support provides information required for immediate decisions involving electronic warfare operations and other tactical actions such as threat avoidance, targeting, and homing. Also called ES. Electronic warfare support data can be used to produce signal intelligence, both communi​cations intelligence, and electronic intelligence. (Joint Pub 3-13)



	Incident
	In information operations, an assessed event of attempted entry, unauthorized entry, or an information attack on an automated information system. It includes unauthorized probing and browsing; disruption or denial of service; altered or destroyed input, processing, storage, or output of information; or changes to information system hardware, firmware, or software characteristics with or without the users’ knowledge, instruction, or intent. (This term and its definition are approved for inclusion in the next edition of Joint Pub 1-02)



	Indications and warning
	Those intelligence activities intended to detect and report time-sensitive intelligence information on foreign develop​ments that could involve a threat to the United States or allied/coalition military, political, or economic interests or to US citizens abroad. It includes forewarning of enemy actions or intentions; the imminence of hostilities; insurgency; nuclear/non-nuclear attack on the United States, its overseas forces, or allied/coalition nations; hostile reactions to US reconnaissance activities; terrorists’ attacks; and other similar events. Also called I&W. 



	Information
	1. Facts, data, or instructions in any medium or form. 

2. The meaning that a human assigns to data by means of the known conventions used in their representation. (Joint Pub 1-02)




	Information assurance
	Information operations that protect and defend information and information systems by ensuring their availability, integrity, authentication, confidentiality, and nonrepudiation. This includes providing for restoration of information systems by incorporating protection, detection, and reaction capabilities. Also called IA. The Army proponent for IA is HQDA, ODISC4. The Signal School is responsible for placing IA into their FMS. They write the doctrine for IA.



	Information-based processes
	Processes that collect, analyze, and disseminate informa​tion using any medium or form. These processes may be stand-alone processes or sub-processes which, taken together, comprise a larger system or systems of processes. (This term and its definition are approved for inclusion in the next edition of Joint Pub 1-02.)



	Information environment
	The aggregates of individuals, organizations, or systems that collect, process, or disseminate information; also included is the information itself. 



	Information management 
	The provision of relevant information to the right person at the right time in a usable form to facilitate situational understanding and decision making.  It uses procedures and information systems to collect, process, store, display, and disseminate information.

 

	Information operations
	Actions taken to affect adversary and influence others’ decision-making processes, information and information systems while protecting one’s own information and information systems. Also called IO. The Army proponent of IO is USACAC. 



	Information security
	Information security is the protection and defense of infor​mation and information systems against unauthorized access or modification of information, whether in storage, processing, or transit, and against denial of service to authorized users. Information security includes those measures necessary to detect, document, and counter such threats. Information security is composed of computer security and communications security. Also called INFOSEC. The Army’s lead agency for INFOSEC is USA Signal Center and School. (This term and its definition are approved for inclusion in the next edition of Joint Pub 1-02).



	Information superiority
	The operational advantage derived from the ability to collect, process, and disseminate an uninterrupted flow of information while exploiting or denying an adversary’s ability to do the same. The Army proponent for IS is the USACAC.



	Information system
	The equipment and facilities that collect, process, store, display and disseminate information. This includes computers—hardware and software—and communications, as well as policies and procedures for their use.



	INFOSYS
	Information system



	Intelligence preparation of 

The battlefield
	A systematic approach to analyzing the enemy and environment (for example, weather, terrain, and civil considerations) in a specific geographic area.  It integrates enemy doctrine with the weather, terrain, and civil considerations as they relate to the mission and the specific environment.  This is done to determine and evaluate enemy capabilities, vulnerabilities, and probable courses of action.



	Military deception
	Actions executed to deliberately mislead adversary military decisionmakers as to friendly military capabilities, intentions, and operations, thereby causing the adversary to take specific actions (or inactions) that will contribute to the accomplishment of the friendly mission. The five categories of military deception are: 


a.  Strategic military deception—Military deception planned and executed by and in support of senior military commanders to result in adversary military policies and actions that support the originator’s strategic military objectives, policies, and operations. 


b.  Operational military deception—Military deception planned and executed by and in support of operational-level commanders to result in adversary actions that are favor​able to the originator’s objectives and operations. Opera​tional military deception is planned and conducted in a theater of war to support campaigns and major operations. 


c.  Tactical military deception—Military deception planned and executed by and in support of tactical commanders to result in adversary actions that are favor​able to the originator’s objectives and operations. Tactical military deception is planned and conducted to support battles and engagements. 


d.  Service military deception—Military deception planned and executed by the Services that pertains to Service support to joint operations. Service military deception is designed to protect and enhance the combat capabilities of Service forces and systems. The Army proponent for deception is the LIWA. (Joint Pub 3-13)



	OOTW
	Operations other than war



	Stability Operations

Support Operations
	Promote and protect US national interest by influencing the threat, political, and information dimensions of the operational environment through a combination of peacetime developmental, cooperative activities and coercive actions in response to crisis. The Army proponent for these concepts is CGSC, USACAC.

Employ Army forces to assist civil authorities, foreign or domestic, as they prepare for or respond to crises and relieve suffering.



	National information infrastructure
	The nationwide interconnection of communications networks, computers, databases, and consumer electronics that make vast amounts of information available to users. The national information infrastructure encompasses a wide range of equipment, including cameras, scanners, keyboards, facsimile machines, computers, switches, compact disks, video and audio tape, cable, wire, satellites, fiber-optic transmission lines, networks of all types, tele​visions, monitors, printers, and much more. The friendly and adversary personnel who make decisions and handle the transmitted information constitute a critical component of the national information infrastructure. Also called NII. (This term and its definition are approved for inclusion in the next edition of Joint Pub 3-13.)




	Offensive information operations
	The integrated use of assigned and supporting capabilities and activities mutually supported by intelligence, to affect enemy decision makers to achieve or promote specific objectives. The Army proponent for these concepts is CGSC, USACAC.



	Operational level of war
	The level of war at which campaigns and major operations are planned, conducted, and sustained to accomplish strategic objectives within theaters or areas of operations. Activities at this level link tactics and strategy by establish​ing operational objectives needed to accomplish the strategic objectives, sequencing events to achieve the operational objectives, initiating actions, and applying resources to bring about and sustain these events. These activities imply a broader dimension of time or space than do tactics; they ensure the logistic and administrative support of tactical forces, and provide the means by which tactical successes are exploited to achieve strategic objectives. (Joint Pub 3-13)



	Operations security (OPSEC)
	A process of identifying critical information and subse​quently analyzing friendly actions attendant to military operations and other activities to: 


a.  Identify those actions that can be observed by adversary intelligence systems. 


b.  Determine indicators hostile intelligence systems might obtain that could be interpreted or pieced together to derive critical information in time to be useful to adversaries. 


c.  Select and execute measures that eliminate or reduce to an acceptable level the vulnerabilities of friendly actions to adversary exploitation. Also called OPSEC. The Army proponent for OPSEC is the USA Intelligence School and Center. (Joint Pub 3-13)



	Perception management
	Actions to convey and/or deny selected information and indicators to foreign audiences to influence their emotions, motives, and objective reasoning; and to intelligence systems and leaders at all levels to influence official esti​mates, ultimately resulting in foreign behaviors and official actions favorable to the originator’s objectives. In various ways, perception management combines truth projection, operations security, cover and deception, and psychological operations. (Joint Pub 3-13)



	Physical security
	That part of security concerned with physical measures designed to safeguard personnel; to prevent unauthorized access to equipment, installations, material, and docu​ments; and to safeguard them against espionage, sabotage, damage, and theft. (Joint Pub 3-13)



	Physical destruction
	The application of combat power to destroy or neutralize adversary forces and installations.  It includes direct and indirect forces from ground, sea, and air forces. Also included are direct actions by special operations forces.

 

	Probe
	In information operations, any attempt to gather information about an automated information system or its on-line users. (This term and its definition are approved for inclusion in the next edition of Joint Pub 3-13.)




	Psychological operations (PSYOP)
	Planned operations to convey selected information and indicators to foreign audiences to influence their emotions, motives, objective reasoning, and ultimately the behavior of foreign governments, organizations, groups, and indi​viduals. The purpose of psychological operations is to induce or reinforce foreign attitudes and behavior favorable to the originator’s objectives. Also called PSYOP. The Army proponent for PSYOP is the USASWC. (Joint Pub 3-13)



	Public affairs 
	Those public information, command information, and community relation’s activities directed toward both the external and internal publics with interest in the Department of Defense. Also called PA. The Army proponent for public affairs is PAPA. (Joint Pub 3-13)



	Vulnerability
	1.  The susceptibility of a nation or military force to any action by any means through which its war potential or combat effectiveness may be reduced or its will to fight diminished. 

2.  The characteristics of a system which cause it to suffer a definite degradation (incapability to perform the designated mission) as a result of having been subjected to a certain level of effects in an unnatural (manmade) hostile environment. 

In information operations, a weakness in information system security design, procedures, implementation, or internal controls that could be exploited to gain unauthor​ized access to information or an information system. 



	Vulnerability analysis
	In information operations, a systematic examination of an information system or product to determine the adequacy of security measures, identify security deficiencies, provide data from which to predict the effectiveness of proposed security measures, and confirm the adequacy of such measures after implementation. (This term and its definition are approved for inclusion in the next edition of Joint Pub 1-02)
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